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(57)Abstract: 

PURPOSE: To provide a storage medium which promotes prevention of the wrong 
use of software circulated to distribution routesa reader for software in this 
storage mediumand a management system which checks the wrong use of 
software in the storage medium. 

CONSTITUTION: A hybrid storage medium consisting of an un-rewritable storage 
area 10 and a rewritable storage area 1 1 is prepared as the storage mediumand 
password information of software to be presented is recorded in the unrewritable 
storage area 10and password information consisting of key information for 
deciphering of ciphered software and the permitted frequency in use of software is 
recorded in the rewritable storage area 11. Meanwhilethe reader reduces the 
permitted frequency use of the storage medium in accordance with the use of 
software to inhibit software from being used more than the permitted frequency in 
useand the management system checks the wrong use of software in accordance 
with the display value of the permitted frequency in use of the storage medium. 



CLAIMS 



[Claim(s)] 

[Claim 1]Are software which circulates a distribution channel a software storage 
medium for recordingand as a software storage mediumA mixed type storage 
which consists of mixture with a rewriting impossible storage area (10) and a 
rewritable storage area (1 1) is preparedWhile taking composition which records 
coding information of software used as a providing object on a rewriting impossible 
storage area (10) of this mixed type storageA software storage medium taking 



composition which records coding information of key information for decoding 
code softwareand the number of times of usable of software on a rewritable 
storage area (11) of this mixed type storage as code protection-of-software 
information. 

[Claim 2]A software storage mediumwherein an initial value of the number of times 
of usable of software is constituted in the software storage medium according to 
claim 1 so that it may be recorded in the middle of a distribution channel. 
[Claim 3]A software storage medium constituting in the middle of a distribution 
channel so that this multiplex encryption composition may be changed while taking 
composition which enciphers code protection-of-software information by a 
multiple configuration in the software storage medium according to claim 1 or 2. 
[Claim 4]A software reader characterized by comprising the following for reading 
code software recorded on a software storage medium which takes the record 
composition according to claim 12or 3. 

Key information for decoding code software by decoding code protection-of- 
software information. 

The 1 st decoding means (40) that decodes the number of times of usable of 
software. 

The 2nd decoding means (41) that decodes code software according to key 
information which the 1st decoding means (40) of the above decodes. 
A calculating means (42) which computes the new number of times of usable by 
subtracting the number of times of usable which the 1st decoding means (40) of 
the above decodes for every end of useAn update means (43) which updates the 
number of times of usable of code protection-of-software information which a 
software storage medium records according to the new number of times of usable 
which the above-mentioned calculating means (42) computesA deterrent means 
(44) controlled so that the 2nd decoding means (41) of the above cannot perform 
decoding processing when either one of the number of times of usable which the 
1st decoding means (40) of the above decodes or the number of times of usable 
which the above-mentioned calculating means (42) computes displays a zero value. 

[Claim 5]The number of times of a use addition which turns into the number of 
times new when a subtraction value of the number of times of usable reaches a 
zero value of usable in the software reader according to claim 4 is set upA 
software reader which carries out the feature of having a setting-out means (45) 
to update the number of times of usable of code protection-of-software 
information which a software storage medium records according to this new 
number of times of usablefollowing a mode which becomes identifiable with the 
original number of times of usable. 

[Claim 6]It is a software management system for managing condition of use of 
software recorded on a software storage medium which takes the record 
composition according to claim 12or 3By totaling the number of times of usable of 
software recorded on a software storage medium collected from a distribution 
channel. While taking composition which computes a use count of softwarethis use 



countA software management system taking composition which compares a 
summary value of the number of times of usable of software recorded on a 
software storage medium thrown into a distribution channeland processing so that 
an unauthorized use of software may be checked according to this comparison 
result. 

[Claim 7]A software management system constituting a total of the number of 
times of usable of software in the software management system according to 
claim 6 so that an identification number of a software storage medium may be 
performed as a unit. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Industrial Application]A software storage medium for this invention to record the 
software which circulates a distribution channelA software reader for reading the 
software recorded on the software storage mediumThe software storage medium 
which can promote prevention of an unauthorized use of the software which 
circulates a distribution channel especially about the software management 
system for checking the unauthorized use of the software recorded on the 
software storage mediumlt is related with the software reader for reading the 
software recorded on the software storage mediumand the software management 
system for checking the unauthorized use of the software recorded on the 
software storage medium. 

[0002]These dayscooperating with a communication networkselling the software of 
a computer programelectronic publishingamusement videoetc. in storessuch as a 
bookstoreor lending it out in rental storessuch as a video rental shopis performed 
with development of an information society, the software which circulates such a 
distribution channel being a distribution leveland it being sold through illegal 
channels unjustlybeing shopliftedbeing stolen offor being copied unjustly **** — 
as — it will be exposed to an unauthorized use. Such an unauthorized use injures 
the profits of a software providera storeor a rental store seriously. From now 
onconstruction of the new mechanism in which prevention of an unauthorized use 
of the software which circulates a distribution channel is realizable will be cried for. 
[0003] 

[Description of the Prior Art]When software was sold via the distribution 
channelby the formerthe method of using IC prepaid card was taken as a method 
of protecting the software sold. 

[0004]Namelythe composition which a medium manufacturing maker enciphers 
software and records on the nonvolatile storage of CD-ROM etc. which is not 
rewritable is takenArewhen the software commercial scene is provided with the 
storage of this code softwareand a userThe composition which purchases the 
decoding device whose decoding of the code software which this storage is 



purchased and also is recorded on a storage is enabledand IC prepaid card in 
which the number of times of usable which enables starting of this decoding 
device was recorded is taken. And when are started using IC prepaid card and the 
number of times of usable of IC prepaid card remainsa decoding device performs 
decoding of the code software recorded on a storageand takes the composition 
which subtracts the number of times of usable. 

[0005]Since a storage cannot be used without IC prepaid card according to this 
compositionwhile being able to prevent unjust sale through illegal channels and 
shoplifter of softwareSince only the number of times of usable which IC prepaid 
card specifies can use a storagethe illicit copy of software can be prevented now 
and prevention of an unauthorized use of software can be realized. A user has a 
recurrence line of the number of times of usable carried outor has you write in the 
new number of times of usable from a control center via a communication line by 
mailing the control center of a publishing agency about IC prepaid card in which 
the number of times of usable is not left behind. 
[0006] 

[Problem(s) to be Solved by the Invention]Howeverin the sales method of the 
software according to this conventional technologywhen it sees from the store 
sidethere is a problem of being hard to perform service for sales promotion which 
sold software by the piececarried out the salethen was said. When it sees from the 
user sideeverything but a storage has a problem that IC prepaid card and a 
decoding device for exclusive use must be managed. 

[0007]When it sees from safetysince data tapping from a card connectorand the 
non-destructive test / duplicate realization in a card chip are possiblethere is a 
problem that the safety is vulnerableabout IC prepaid card. When it sees from 
economicat efficiencywhile needing expensive IC prepaid cardthere is a problem of 
needing the expensive decoding device which performs a complicated decoding 
procedure. When it sees from the control center side of IC prepaid card issue- 
originthere is a problem that the demand from a user will concentrate. 
[0008]Thuswhile the software provider's profits were seriously injured since the 
unauthorized use of the software which circulates a distribution channel could not 
be prevented effectively when conventional technology was followedthere was a 
problem that the profits of a store would be injured seriously. 
[0009]This invention was made in view of this situationand is ****. The new 
software storage medium which can promote prevention of an unauthorized use of 
the software which circulates the purposelt is offer with the new software reader 
for reading the software recorded on the software storage mediumand the new 
software management system for checking the unauthorized use of the software 
recorded on the software storage medium. 

[0010] 

[Means for Solving the Problem]Principle composition of this invention is 
illustrated to drawing 1 . Especially this this invention becomes effective when 
software which circulates a distribution channel serves as a selling object. 



[001 1]A software storage medium with which 1 is constituted by this inventiona 
shipping agency device with which 2 is installed in shipment origin of a maker etc.a 
relay destination device with which 3 is installed in relay destinationssuch as a 
rental storea software reader with which 4 is installed in the user sideand 5 are 
controlling devices installed in a control center etc. Herethis controlling device 5 
may be installed in a shipping agency or a relay destination. 

[0012]As the software storage medium 1a mixed type storage which consists of 
mixture with the rewriting impossible storage area 10 and the rewritable storage 
area 1 1 is used. The shipping agency device 2 is provided with the following. 
The 1st writing means 20 that writes coding information of software of a providing 
object in the rewriting impossible storage area 10 of the software storage medium 
1. 

The 2nd writing means 21 that writes code protection-of-software information 
that protection information of software of a providing object is made in the 
rewritable storage area 11 of the software storage medium 1. 

[0013]Code protection-of-software information written in by this 2nd writing 
means 21 Key information for decoding code software written in by the 1st writing 
means 20If it consists of coding information with the number of times of usable of 
software and it is enciphered that key information for decoding code software and 
the number of times of usable of software are also with the key KY 
firstNextcomposition enciphered as a multiple configuration is also may be taken 
as it is enciphered that the coding information is also with the key KST. Hereabout 
the number of times of usablecomposition written in with the relay destination 
device 3 may be taken. 

[0014]The relay destination device 3 is provided with a code structural change 
means 30 to change code structure of code protection-of-software information 
written in by the 2nd writing means 21. If an above-mentioned example explains 
this code structural change means 30 and code structure of a final stage of code 
protection-of-software information will be decoded as it is also with the key 
KSTNextit is performing processing which enciphers the decoded coding 
information as it is also with the key KX which is different in the key KSTand code 
structure of code protection-o^software information is changed. 
[0015]The software reader 4 is provided with the following. 
Key information for decoding code software by decoding code protection-of- 
software information recorded on the rewritable storage area 1 1 of the software 
storage medium 1 given from a relay destination. 

The 1st decoding means 40 that decodes the number of times of usable of 
software. 

The 2nd decoding means 41 that decodes code software recorded on the rewriting 
impossible storage area 10 of the software storage medium 1 according to key 
information which the 1 st decoding means 40 decodes. 

The calculating means 42 which computes the new number of times of usable by 
subtracting the number of times of usable which the 1 st decoding means 40 



decodes for every end of useThe update means 43 which updates the number of 
times of usable of code protection-of-software information which the software 
storage medium 1 records according to the new number of times of usable which 
the calculating means 42 computesWhen either one of the number of times of 
usable which the 1st decoding means 40 decodes or the number of times of usable 
which the calculating means 42 computes displays a zero valueThe deterrent 
means 44 controlled so that the 2nd decoding means 41 cannot perform decoding 
processingThe number of times of a use addition used as the number of times new 
when a subtraction value of the number of times of usable reaches a zero value of 
usable is set upA setting-out means 45 to update the number of times of usable 
of code protection-of-software information which the software storage medium 1 
records according to this new number of times of usable following a mode which 
becomes identifiable with the original number of times of usable. 

[001 6] 1st total means 50 by which the controlling device 5 totals the number of 
times of usable of software recorded on the software storage medium 1 thrown 
into a distribution channellt has a comparison means 52 to compare with a 
summary value of the 2nd total means 51 a summary value of the 2nd total means 
51 that totals a use count of softwareand the 1st total means 50 by totaling the 
number of times of usable of software recorded on the software storage medium 1 
collected from a distribution channel. This controlling device 5 may perform an 
identification number of the software storage medium 1 for a total of the number 
of times of usable of software as a unit. 
[0017] 

[Function]As the software storage medium 1 for recording the software which 
circulates a distribution channel in this inventionWhile taking the composition 
which records the coding information of the software which prepares the mixed 
type storage which consists of mixture with the rewriting impossible storage area 
10 and the rewritable storage area 1 land serves as a providing object in the 
rewriting impossible storage area 10 of this mixed type storageThe composition 
which records the coding information of the key information for decoding code 
software and the number of times of usable of software on the rewritable storage 
area 1 1 as code protection-of-software information is taken. 
[0018]And the software reader 4 of the users who read the software of this 
software storage medium 1 1f the number of times of usable of software is obtained 
by decoding code protection-of-software informationwhen this number of times of 
usable will not show the zero valueWhile decoding code software using the key 
information for code software decoding acquired by decoding code protection-of- 
software informationThe number of times of usable is subtracted for every end of 
useand code protection-of-software information is updatedand on the other 
handwhen this number of times of usable shows the zero valueit processes so that 
decoding of code software may not be performed. 

[0019]Even if software may be sold through illegal channels unjustlymay be 
shopliftedmay be stolen off or may be exposed to the ****************** 



unauthorized use copied unjustly according to a distribution level by this invention 
according to this compositionSince use of the software more than the number of 
times of usable will be eliminated according to the number of times of usable 
which software and the protection-of-software information recorded in one 
showworth of the unauthorized use can be reduced greatly. From now 
onprevention of an unauthorized use of the software which circulates a 
distribution channel can be aimed at. 

[0020]And change the code structure of the software storage medium 1 of a 
shipping agency to shipare in this compositionprovide the user side with a relay 
destinationand users' software reader 4If the composition which performs 
decoding of software by decoding this changed code structure is takensince the 
unauthorized use between a shipping agency and a relay destination does not 
make a meaningit can prevent the unauthorized use of software positively. 
[0021 ]In this inventionthe controlling device 5 by the side of a control centerFrom 
the number of times of usable of the software recorded on the software storage 
medium 1 collected from the distribution channelwhile computing the summary 
value of the use count of softwareThe composition which compares this summary 
value with the summary value of the number of times of usable of the software 
recorded on the software storage medium 1 thrown into the distribution channel is 
takenand it processes so that the unauthorized use of software may be checked 
according to this comparison result. 

[0022]Since it can specify which software was used improperly at least for which 
by the distribution level by this invention according to this compositionthe actual 
condition of an unauthorized use of software can be grasped correctly. And it is in 
this compositionand if the composition which performs the identification number of 
the software storage medium 1 for check processing as a unit is takenthe using- 
illicit copy etc. specification of whom will be attained by recording the circulation 
place of the software storage medium 1 . 
[0023] 

[Example]Hereafteraccording to an examplethis invention is explained in detail. An 
example of the circulation system with which this invention is applied to drawing 2 
is illustrated. The circulation system of this figure consists of the maker which 
ships the software of a subject of protectionthe store which sells the software 
which a maker shipsa user who purchases the software which a store sellsand a 
control center which manages the condition of use of software. 
[0024]When applying this invention to such a circulation systemthe shipping 
agency device 2 explained by drawing 1 will be installed in a makerthe relay 
destination device 3 will be installed in a storethe software reader 4 will be 
installed in the user sideand the controlling device 5 will be installed in a control 
center. 

[0025]As drawing 1 explainedwhile enciphering the software put on a distribution 
channel in this invention and recording the coding information on the rewriting 
impossible storage area 10 of a mixed type storageBy enciphering the protection- 
ol^software information which consists of the key information and the number of 



times of usable of software for decoding of the code softwareand taking the 
composition which records the coding information on the rewritable storage area 
1 1 of the mixed type storage. Prevention of an unauthorized use of software is 
realized. 

[0026]As the this mixture type software storage medium 1 while constituting the 
rewriting impossible storage area 10 from an optical storage mediuma storage 
which constitutes the rewritable storage area 1 1 from a magnetic storage medium 
is usedfor example. It may be made to respond to the ability of the rewriting 
impossible storage area 10 not to be rewrittenand a ROM area may be called 
belowand it may be made to respond to the ability of the rewritable storage area 
11 to be rewritten although it is nonvolatileand a RAM area may be called below. 
[0027]One example of the equipment configuration of the shipping agency device 2 
which manages processing by the shipping stage over the mixed type software 
storage medium 1 which takes this record composition to drawing 3 Qne example 
of the equipment configuration of the relay destination device 3 which manages 
processing by the distribution level over this software storage medium 1 in drawing 
40ne example of the equipment configuration of the controlling device 5 which 
manages processing in the management stage over this software storage medium 
1 in one example of the equipment configuration of the software reader 4 which 
manages processing in the use stage over this software storage medium 1 in 
drawing S and drawing 6 is illustrated. 

[0028]Nextaccording to this drawing 3 thru/or drawing 6t he mechanism of the 
protection of software of this invention is explained in detail. The shipping agency 
device 2 is provided with the 1st encoding means 200the 2nd encoding means 
201 the 3rd encoding means 202the 1st lock management means 203the 2nd lock 
management means 204the 3rd lock management means 205and the number-of- 
times setting-out means 206 of usable as shown in drawing 3 . 
[0029]When it is when taking this equipment configurationand the software of the 
plaintext for shipment is given from software enclosurethe 1st encoding means 
200By enciphering the software as it is also with the 1st key KU that the 1st lock 
management means 203 managescode software "E KU (DATA)" is generated and 
Stamping of the code software is carried out to the ROM area of the mixed type 
software storage medium 1. HereEOFin the figure by which Stamping is carried out 
simultaneously displays the end part of the code software. 

[0030]Nextthe 1st key KU with which the 2nd encoding means 201 is needed for 
decoding of code software "E KU (DATA)"Code protection-of-software information 
"E KY (KUN)" is generated by enciphering the number of times N of usable which 
the number-of-times setting-out means 206 of usable sets up as it is also with 
the 2nd key KY that the 2nd lock management means 204 manages. Thenthe 3rd 
encoding means 202 is enciphering the code protection-of-software information 
"E KY (KUN)'' which the 2nd encoding means 201 outputs as it is also with the 3rd 
key KST that the 3rd lock management means 205 managesCode protection-of- 
software information "E KST (E KY (KUN))" is generatedand the code protection-of- 
software information is electrically written in the RAM area of the mixed type 



software storage medium 1 . 

[0031]And although omitted in this drawing 3t he writing means which the shipping 
agency device 2 does not illustrate will be processed so that the identification 
number of the software storage medium 1 to ship may be electrically written in the 
RAM area of that software storage medium 1 . 

[0032]Thusthe key information for the shipping agency device 2 recording the 
coding information of the software used as a providing object on the ROM area of 
the mixed type software storage medium land decoding the code software to a 
RAM area furtherWhile recording the coding information of the protection-of- 
software information which consists of the number of times of usable of softwareit 
processes so that the identification number of the software storage medium 1 may 
be recorded. 

[0033]The relay destination device 3 which manages processing by the distribution 
level over the mixed type software storage medium 1 which takes such record 
compositionAs shown in drawing 4 it has the decoding means 300the 1st encoding 
means 301the 2nd encoding means 302the 3rd lock management means 303the 
4th lock management means 304the conversion lock management means 305and 
the input means 306. 

[0034]When it is when taking this equipment configurationand the software storage 
medium 1 is received from a makerthe decoding means 300The code protection- 
of-software information "E KST (E KY (KUN))" currently written in the RAM area of 
the software storage medium 1By decoding that it is also with the 3rd key KST 
(the same thing as the key which the 3rd lock management means 205 of the 
shipping agency device 2 manages) that the 3rd lock management means 303 
managescode protection-of-software information "E KY (KUN)" is generated. 
[0035]On the other handif the identification number of the software storage 
medium 1 is inputted from the input means 306the 2nd encoding means 302 will 
obtain the 4th key KX by enciphering that it is also with the conversion key with 
which the conversion lock management means 305 manages the identification 
numberand will register the 4th key KX into the 4th lock management means 304. 
[0036]When the decoding means 300 performs decoding processingthenthe 1 st 
encoding means 301 The code protection-of-software information "E KY (KUN)" 
which the decoding means 300 outputs by enciphering that it is also with the 4th 
key KX that the 4th lock management means 304 manages. Code protection-of- 
software information "E KX (E KY (KUN))" is generatedand the code protection-of- 
software information is electrically written in the RAM area of the mixed type 
software storage medium 1. 

[0037]And although omitted in this drawing 4 Various kinds of control information 
like the select code (in this caseit is sale) which indicates whether it is sale and 
whether the writing means which the relay destination device 3 does not illustrate 
is a rental will be processed so that it may write in the RAM area of that software 
storage medium 1 electrically. 

[0038]Thusthe code protection-of-software information "E KST (E KY (KUN))" that 
the relay destination device 3 is written in the RAM area of the software storage 



medium 1 supplied from the makerlt processes so that it may rewrite to the thing 
with another code structure of "E KX (E KY (KUN))." 

[0039]The software reader 4 arranged at the user side so that it may mention 
laterThe composition which decodes the code software "E KU (DATA)" currently 
written in the ROM area of the software storage medium 1 by taking the 
composition which decodes code protection-of-software information "E KX (E KY 
(KUN))'' is taken. From now onthe relay destination device 3 the code protection- 
of-software information currently written in the RAM area of the software storage 
medium 1 in this wayBy taking the composition rewritten from E KST (E XY (KUN))" 
to "E KX (E KY (KUN))/' Eliminating thoroughly the unauthorized use of the software 
storage medium 1 performed between the distribution channels of a store from a 
maker can be realized. 

[0040]The software reader 4 which reads the software of the mixed type software 
storage medium 1 which takes such record compositionAs shown in drawing 5t h e 
1st encoding means 400 and the 2nd encoding means 401 It has the 3rd encoding 
means 402the 4th encoding means 403the 1st decoding means 404the 2nd 
decoding means 405the 3rd decoding means 406the status display memory 407the 
counter 408the comparison means 409the writing means 410and the output means 
411. 

[0041]When it is when taking this equipment configurationand a user directs 
reading of the software storage medium 1 purchased from the storefirst the 1st 
encoding means 400The same key KX as the key which the 4th lock management 
means 304 of the relay destination device 3 manages is generated by enciphering 
that it is also with the conversion key to regular about the identification number 
currently written in the RAM area of the software storage medium 1. Nextthe code 
protection-of-software information "E KX (E KY (KUN))" that the 1st decoding means 
404 is written in the RAM area of the software storage medium 1 By decoding that 
it is also with the key KX which this 1 st encoding means 400 generatedcode 
protection-of-software information "E KY (KUN)" is generated. 
[0042]Thenthe 2nd decoding means 405 reads the key KY (the same thing as the 
key which the 2nd lock management means 204 of the shipping agency device 2 
manages) stored in the status display memory 407 by which the battery back-up 
was carried outBy decoding that it is also with this key KY about the code 
protection-oi^software information "E KY (KUN)" which the 1st decoding means 
404 outputs. The key KU which is needed for decoding of the code software "E KU 
(DATA)" currently recorded on the software storage medium land the number of 
times N of usable of the software (the value and coincidence which the number- 
of-times setting-out means 206 of usable of the shipping agency device 2 sets up 
at the beginning of purchase) are generated. And the 2nd decoding means 405 
notifies this decoded key KU to the 3rd decoding means 406 while it writes this 
decoded number of times N of usable in the status display memory 407 and 
notifies it to the comparison means 409. 

[0043]When the notice of the number of times N of usable is received from the 
2nd decoding means 405the comparison means 409It confirms whether the number 



of times N of usable which received the notice is a zero valuewhen it is a zero 
valueclear processing of the status display memory 407 is carried outand it 
processes so that this clear processing may not be performedwhen it is not a zero 
value. On the other handif the notice of the key KU is received from the 2nd 
decoding means 405the 3rd decoding means 406The code software "E KU (DATA)" 
currently written in the ROM area of the software storage medium 1 by decoding 
that it is also with the key KU which received this notice. The software used as a 
providing object is generated and the output means 41 1 is outputted to the output 
equipment which does not illustrate this decoded software. When the status 
display memory 407 is cleared at this time as for the 3rd decoding means 406this 
decoding processing cannot be performed. 

[0044]That iswhen the number of times N of usable recorded on the software 
storage medium 1 is a zero valuethe software reader 4 operates so that use of the 
software recorded on the software storage medium 1 cannot be performed. 
[0045]It is in this processingand if the number of times N of usable developed by 
the status display memory 407 is read as an initial value of enumerated data and 
the 3rd decoding means 406 decodes softwarethe counter 408 will be 
synchronized with this decoding processingand will count down enumerated data. 
When confirming whether enumerated-data N' reached the zero value in response 
to the counting processing of this counter 408 at this time and reaching a zero 
valuethe comparison means 409 clears the status display memory 407in order to 
forbid use of software. 

[0046]And when the end of use of software is detected according to "EOF"the 
2nd encoding means 401 The new code protection-of-software information "E KY 
(KUN)" that the number of times of usable was reduced is generated by 
enciphering that it is also with the key KY about enumerated-data N f of a 
counterand the key KU. Thenit is enciphering the 3rd encoding means 402 being 
also with the key KX about the code protection-of-software information "E^ 
(KUN)" which this 1st encoding means 401 outputsThe new code protection-of- 
software information "E KX (E KY (KUN))" that the number of times of usable was 
reduced is generatedand the code protection-of-software information on the RAM 
area of the software storage medium 1 is rewritten to this new thing. 
[0047]When the end of use of software is detected according to "EOF"on the 
other handthe writing means 410While writing this number of times of usable in the 
RAM area of the software storage medium 1 as a part of control information by 
making enumerated-data N' of a counter into the new number of times of 
usableThe 4th encoding means 403 is written in the RAM area of the software 
storage medium 1 as a part of control information for the maintenance etc.after 
enciphering that it is also with the conversion key to regulation of the apparatus- 
parameters state information read from the status display memory 407. 
[0048]Thusthe software reader 4If the number of times of usable of software is 
obtained by decoding the code protection-of-software information recorded on 
the software storage medium 1when this number of times of usable will not show 
the zero valueWhile decoding code software using the key information acquired by 



decoding of code protection-of-software information and providing for the 
userThe number of times of usable is subtracted for every end of useand the code 
protection-of-software information on the software storage medium 1 is 
updatedand on the other handwhen this number of times of usable shows the zero 
valueit processes so that decoding of code software may not be performed. 
[0049]Even if software may be sold through illegal channels unjustlymay be 
shopliftedmay be stolen off or may be exposed to the ****************** 
unauthorized use copied unjustly according to a distribution level by this invention 
according to this compositionSince use of the software more than the number of 
times of usable will be eliminated according to the number of times of usable 
which software and the protection-of-software information recorded in one 
showworth of the unauthorized use can be greatly reduced nowand prevention of 
an unauthorized use can be aimed at. 

[0050]The controlling device 5 which manages the condition of use of the software 
of the software storage medium 1 which takes this using formAs shown in drawing 
6it has the storage reading means 500the modem means 501the decoding means 
502the collation judgment means 503the total comparison means 504the 
registration medium file 505the store file 506User Information and a soft catalog 
file 507and the output means 508. 

[0051]Arewhen taking this equipment configurationand the decoding means 502If 
the software storage media 1 are collected via a channel or a store according to 
the write request etc. of the upgraded softwareBy decoding that it is also with the 
conversion key to regulation of the code protection-of-software information 
currently written in the RAM area of the software storage medium 1the number of 
times of usable currently recorded on the software storage medium 1 is readand it 
notifies to the total comparison means 504 via the collation judgment means 503. 
[0052]On the other handthe collation judgment means 503 is referring to the 
registration medium file 505when the identification number of the collected 
software storage medium 1 is received from the storage reading means 500 or the 
modem means 501 By collecting the production information of the software storage 
medium land referring to the store file 506. By pinpointing the store of the 
software storage medium land referring to User Information and the soft catalog 
file 507. User Information which uses the software storage medium land the 
software information currently recorded on the software storage medium 1 are 
collectedand the collection and specific result is notified to the total comparison 
means 504. 

[0053]If this collection and specific result is receivedthe total comparison means 
504 specifies the identification number of the software storage medium 1 for the 
number of times of usable in the manufacture time recorded on the software 
storage medium 1 as a unit according to the production information notified from 
the collation judgment means 503. And total the identification number of the 
software storage medium 1 for the number of times of usable notified from the 
decoding means 502 in a unitand the use count of software is specified from the 
difference value of the number of times of usable in a manufacture timeand this 



summary valuelt confirms whether this specified use count has exceeded the 
number of times of usable in the manufacture timeand that checked result is 
outputted to the output means 508. 

[0054]Since it can specify which software was used improperly at least for which 
by the distribution level by this invention according to this compositionthe actual 
condition of an unauthorized use of software can be grasped correctly. And if it is 
in this composition and the sale place user name of the software storage medium 
1 can be specifiedthe using— illicit copy etc. specification of which user will be 
attained. 

[0055]Although the graphic display example was describedthis invention is not 
limited to this. For exampleit may be made to record this invention in the store in 
the middle of circulationalthough the composition which is a shipping agency and 
records the initial value of the number of times of usable of software was 
indicated in the examplewithout being restricted to this. It may be made have 
indicated the composition which does not accept any addition of the number of 
times of usable in the user sidewhen the number of times of usable in the 
manufacture time reached the zero valuebut for this invention to accept the 
addition of the number of times of usable in the examplewithout being restricted to 
this. Although it is a thing of the usage pattern which sells the software storage 
medium 1 and being indicated in the examplethis invention may be a thing of the 
gestalt to lend outwithout being restricted to this. 
[0056] 

[Effect of the Invention]As explained aboveeven if software may be sold through 
illegal channels unjustlymay be shopliftedmay be stolen off or may be exposed to 
the ****************** unauthorized use copied unjustly according to a 
distribution level in this inventionAccording to the number of times of usable which 
software and the protection-of-software information recorded in one showit used 
that use of the software more than the number of times of usable would be 
eliminated. 

Therebyworth of the unauthorized use can be greatly reduced now. 
From now onprevention of an unauthorized use of the software which circulates a 
distribution channel can be aimed at. And the unauthorized use between a shipping 
agency and a relay destination can be thoroughly eliminated by changing code 
structure in the middle of circulation. 

[0057]And in this inventionwhich software can specify now which was used 
improperly according to a distribution level. 

Thereforethe actual condition of an unauthorized use of software can be correctly 
grasped now. 

And if it is possible to record the circulation place of softwarethe using— illicit copy 
etc. specification of whom will be attained. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is a principle lineblock diagram of this invention. 

[Drawing 2] It is an example of the circulation system with which this invention is 

applied. 

[Drawing 3j lt is one example of the equipment configuration of a shipping agency 
device. 

[Drawing 4] It is one example of the equipment configuration of a relay destination 
device. 

[Drawing 5] It is one example of the equipment configuration of a software reader. 
[Drawing 6] It is one example of the equipment configuration of a controlling device. 
[Description of Notations] 

1 Software storage medium 

2 Shipping agency device 

3 Relay destination device 

4 Software reader 

5 Controlling device 

10 Rewriting impossible storage area 

1 1 A rewritable storage area 

20 The 1 st writing means 

21 The 2nd writing means 

30 Code structural change means 

40 The 1st decoding means 

41 The 2nd decoding means 

42 Calculating means 

43 Update means 

44 Deterrent means 

45 Setting-out means 

50 The 1 st total means 

51 The 2nd total means 

52 Comparison means 
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Sf1 ©BWfb#«3 0 1 tg2©Bg-§ffb3MS3 0 2 
<t, S3 4>«M£13£t3 0 3 t. £44)att3#«3 0 

4 mt^mmm^3 ost. A7d#S3 o 6 tzm 

[0034] LKDmmmm^Wi^t^ic^T. *-t> 
fr5v7h7i Ttmmw 1 ^sttix^ 3 

0 014. f©V7 K'7x7'f31tj®^1 <DRAMfUSElC# 
*aSftTf*BKy7 h'7x7 7 1Saif?S "EKST (e 
KY (KU, N) ) " *\ m3(D^1S#S3 0 3 ©IS 

-r3m3©3gKST (an§f7ESB2roS3(7)aes#is 

2 0 5©iat4«i:B- ©t,©) noTSftSC 

<tT% «#y7h , 7i7*«mii* "eky (ku, n) " 

[0 0 3 5] —73s S?2©Bg^b#S3 0 214, A73# 
ft3 0 6*6V7h7i T'EHMM* 1 ©«9J#* A x A73 
JhT<5i. *©BE8!»**SSMW1*«3 0 5© 

«IT, t©14©8KX5S4 ©SlgS^S; 3 0 4 IZ 

[0 0 3 6] «^a3 0 0#tX9ffi3«ftfT-*-«&« 

«?f>T. 1 ©BS^b#lfi 3 0 1 1t. ^I##K3 0 0© 

aar*HHfy7>'7x7'«BflHR "eky (ku, 
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N) " m4tf>grg33MS3 0 4<DmmTz>m4<Dm 
KXT*toT8ffftt5Ci:T\ Bg^V7 h^xT 7 ^ 
flHB "EKX (EKY (KU, N) ) " ££flcLT. ^OBg 

fti ©ra Mmmz'mfn.mz.mi* &t>. 

[0 0 3 7] f LT> C<DIU4Tli*B8LT^56\ * 
$&5t^S3©0iSL&L->«&#lftt;i\ ISsS&tDfrU'V'S' 

[0 0 3 8] £<D<fc5KLT. **S5t^B3«. *-7J 

^sfwesnfcv 7 h ojiTsmmw i or a m^seic 

KST (EKY (KU, N) ) " "E K X (EKY (KU, 

n) ) " t^^Kovmmm^n^coizm^mxT^ 

[0 0 3 9] tfiE-r**^^ a-+fffliJtCiBST*-n5V 
7h^i T'SISX^M 4 ti. Bf V 7h7i ZSattSS 

"EKX (EKY (KU, N) ) ' «fK«-T«WA«SK«C 
£ T\ V7h7i 7 7 IB1S««: 1©RO M^lc^^JiS 
riTl^5Bf^y:7h 1 7i7' "Eku (DATA) " 

fi^I3it)\ V7 h-7x7 7 IB1t!«t*1 ORAM 

nisEK^&stiTx^Bg^v? hOnLrumm®*. 

"EKST (EXY (KU, N) ) " frS "EKX (EKY (K 
U, N) ) " lCW 1 $8i7LZ^<mfil*W;%Z.£T\ *- 

ftfrzmTtisozmms&oifflT'fttotiz V7 o x t'Ib 
[0040] zlo)&=> mmffi&L*mz> : &im.<o v 7 h 

■7 x T^BH^f* 1fl)V7h7 x T'^gE^KS V7h7i 
7 7 ljglX^S4^ ESlC/^-Tcfc-SlCx miWBi^b#e 
400i, m2<DBf^b#S4 0 1 is 3l3cDBg^b# 
S402i> m4<7)Bg^b^S4 0 3<t, *14>ire# 
S404t, I20I^#S4O5^ Jg3<Z>*I^fS: 
4 0 6.!:. ttttSw^^'MO 7 *-7>^40 8 
<h. ltK#©4 0 9t. f ii#S4 1 Ot, tb73?®4 
1 1 <h£fl*.£o 

[0 04 1] CKTJSB^fiK^StS-lCfeoT. 3--+f 
W9EL™i£frZ>18ALrcV7 hr7x7'!B1fj®'B:l (DmfrW. 
U*r»a%r«£« %?m*MZ. 3H0>Bg^b#fg4 0 0 
I*. ^CV7 h^xZIBttSlflM <DR A MSUsSKS* & 

* £ £ ?\ 3 <D|g 4 <D@gS#g 3 0 4©f 

3f££i£:i5i-<DgiKX££j&-r£<, mi&m.^ 

^S4 0 4tt, V7 h^xT'IBtfJgtiM <DR AM^isSUl 

•^^tiT^-sBi^y^h^x^ait® "ekx (e 

KY (KU, N) ) " C©f 1 <DBg-5f-{b#^4 0 0<D 



xZ«gfit$B "EKY (KU. N) " &*EI$T%o 
[0 0 4 2] m^T. m2 03«^S4 0 5«, /Wx 
^ftfctfSIit^ t U 4 0 7 
TC^SIKY (tH^f7cSP2a)m2CD^S#lft2 0 4 

©^s-r^a^iRi— rot©) s-^ta u sg 1 05^^ 

&4 0 4E>UJ7J-r2>Bg^V:7 h'7x7 7 «aif?B "E 
KY (KU, N) " trogKYT'totfi^tSCi: 
T\ V7 K'7x7'f31t«ft1 lC|3®*tlTt^Bf^V7 

h^i? "E K u (data) " (Dmmc&mttezmK 

Ut, *<DV7 h^xT'WffifflRltlElSfN («AS«5 
t*. agSSI 2 pTtSH&fSr^ 2 0 6 4>tS!j£ 

■T^fiit-iSt) fLT> Jg2 4)«^K 

4 0 51*. CKDJI^LZ-c^RlBlE^N^SiS^^^ 
U 4 0 7 K»£ it&#©4 0 9 iCjfflEQ LT^< <t 
ttlC. JICD^L/£:@KU€:m3(D«^#S4 0 6lC 

[0 0 4 3] SI2<D^3MS4 0 5 5tefflplB&[£ll&N 
0>ji8]:£gttBX3<t. it&3MS4 0 9t*. m^tW/ftt 
ffi^RlHllHlSilN A^'PfiiT'^^^S^^x •> -7 LT. 
-tf PfSTSS £Z Mf&Smvi* ^ U 4 0 7 £-7 U T'iffl 

s u -tf patt^ <t ^ ict* c ©-7 u 7'5as«ii?f ljs 

^<fce5aS-rSc —75. S3©I§#S4 0 6l±, S2 
©^#164 0 5^6@KU£Djl53I«§ltlXSt. V7 
h7i 7 7 iB«J««: 1©RO MmmzWZ 5i«tlTt>SBg 

§y7h'>i7 "Eku (data) " cojia^S 

ltfc@ K U T-*> o T^^-T 5 £ £ T\ t45V 
7h'>i7S£s2L til73#©4 1 Hi. C(BM?tl 

fc v 7 h -7 x y^m* L^mtimmcmti lt^ < . 

Z.(D£^. «3df#S4 0 6lt «H8S^ : EU4 
0 7 6^ 'JT'S'+lT^^ii^lct*. CCD^iiQS^II^ 

[0 0 4 4] Tfcto-S. V7 hOxT'fBltjSftI (ClB^ 
T*-n«fi?fflortElH]S!fN3b^P{iiT'«^<i:*ltl±. V7h 
■7x7 ,, »SlX^B4li. h^iriBltiSflsl ICIB^T* - 

[0 0 4 5] JKDJQ-SlC^oT. A'7>^4 0 8ti. « 
tU407 lCliF^*ti7c«fflRrBllEllKN £ft& 
fI<0SJWfil<!: LTS!^iiA,7\ ^ 3 cq^#&4 06# 
V7 !-'7x7 7 t0«^*«-5<l:. C(7)^5aS(cf5]^*-y: 
Tft£MiI£ 7J ^-7 VT^c C£>£3\ Jt«^S4 

0 9t*. J10D7J'7>'S»4 0 8OttSicSaS^§^T. 
\m' ^HfP^c^Lfcd^S^^x'y^LT. HfP<i 

IZffi&Bkni^^'J 4 0 7 U 7» LTLK. 

[0046] ^-LT. "EOF" lCfi£oTV7 I- 0 XT' 
©^ffi^TJb^iiiirtt^i:. |g2<DBg^b#S4 0 1 

TBg^fbr^2:<!:T\ mm^tm®.<r>mv<ititz.%\rc.r s . 

Bg^V7 h^xr^stf^ "E K Y (ku, N) " 
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Bf^k^ie4 o 1 (D&jjrz^vy h^xT^sitfE 

"Eky (KU, N) " @KXT%.oTBg^b-rSC 

tz% ®m^m®m<D : Mc<E>ntz$itt^vy t-y * 

T'fiWflHB "E K X (EKY (KU. N) ) " &&&LZ. 
V7 h'7x7'fBti&{*1 (OR AMmt$(D9§^V7 h-7x 

[0 0 4 7] -S, "EOF" {CfitoTV7h^i7a) 

RTffilato**l»1fSM>-*£ LTV 7 l^xT'IBttiStt 
1 <DR AM^i€K»#j&A,Tl^< title, ^4©Bt^ 
<k#©4 0 3ti, ««a^^ ; E , J4 0 7fr5^ai-ril 
B/ \^ ^ — 5* ttlfilfffgfcSiJEOg&giT-t, o TlWb L 
TfrS, «iJWWI©-»t LTV 7 h •Zx.TKWItlto 1 
© R A Mmmc* >7 1 ^->7.^<D/i:«)lC»*jiA,T*^ 
<„ 

[0 04 8] iI0DJ:5lCLTx V 7 h -7 x 7*BBBl£IIB 4 

i7»ffa«a*a-^r*ci:-pv7 Y-y^romm^im 

r^t^izit. Bg^V7 h , 7x7'«Stf^w^tCcJ;y 
m 5*l5S11i?g£JB^TP§^§-V7 h ■7x7'^1t-§-LTlL 
-+fK^g*LT^< title, •S^7SIC'SSpIb6I21 
a^MSLTV7 h'7x7'IB1tiS<*1 <DBf^y7 h7i 

[0 0 4 9] d£D4gfi£lC^t\ **fl8T«» 
T\ V7 H'7i7'6^iEU:«3SL**l/i:y, 7J3l^*n 

m*inmmz'&r>z. =t<D^m^jm^&.±<Dvy b-7 

x7^Z>teffl£8fl&LT^< Cltlc&SCifr'a, 

[0050] c (ommmm^m^ V7h7i t'Ibii 

1 ©V7 K'7x7'<D^««^ ! KS-r*eSSS5li. 
Seic^-rj:^^ I3«&<*!5eSX#85 0 0<h, 
fg5 0U, ^#©5 02i, BH^»aJ#»5 0 3 

t. *ttJxf&3M85 0 4£, §lii*Sf*7 7'-OU5 o 5 
<t, !5^JS7 7"<yl/5 0 6<t, :i-+f1ifg- y^h** 
□ 7"77'f;l5 0 7t, dBTJ^SiS 0 8 3„ 

[0051] c(o^mm^m^t^izs>-oz. 

g5 0 2(t A- v>' a>T>y7 LtzV 7 H "7 x7'tf>»j& 
S5RI¥lc^^Tjl1lK-^l5?E/£^LTy7 h^xT'fB 
fl'ia'RSn*^ *OV7 h-7i7'f31i$gt* 1 
© R A MfgisSlC##ii£ tlT^ SBi^y 7 h -7 x T'G® 



h -7 x 7'iBitJStt i icia$i*tiTi^®ffl vtfmwtem 

MXoT, P.S£#gy#fS5 0 3£ttLTJ6i+Jii$3M£5 

o 4 KiisrrSo 

[0 0 5 2] -75, fH^«ai#a5 0 3 li, IBUJIttSS 
3X#S5 0 O^ififgS 0 1 fr£>, lsllR?n75:V7 
h7i T'lBUJStt: 1 ©iSSUS^fcgWK* <t. gSligi* 
77"Ol/5 0 5£-#S!rf3£<!:T% -£«DV7 h^xy'lB 
1tBH*1 ©SJtlfSBfc'KftU 155^7 7* 5 065 
#Bg-T5Ci:T\ *<DV7 h ^ x T'fBltSKf* 1 <DlS^iS 
«W3£U a-+ft*$B- V7h?J'$m7'7 7'-1'yU5 0 7 
«#RH?"£ £ <h T\ W7h7i T'fBliJStt 1 fcteJS 
Lfca— tf1f$g*>, ^OV7 t- 1 7x7*fB1t8H*1 KfBil 
JtvTl^V7 h-7x7*1f*fi£i]X*LT, *<DJ|X* • If 

fctemzmftim^® 5 0 4 iciisi-r 

[0 0 5 3] CODiR^-tt^m^^tlSSi:. ftf+J± 
»#©5 0 4H\ JSB^»8!J*«5 0 3 fr5jiK]*tt£ig 
5i1f«lC^-pT, V7 K'7x7 7 l31ti«t!t:1 lC|B^*nfc 

w&n&T*v>fem^f&\3Wfevy h-7x7 7 iBifj®<*i <o 
zm&i£K%®.m^$zmw&v7 h i 7x7 7 f3it^i o> 

•J/ -7,^=&ai7D^® 5 0 8 izmtlT^ 
[0 0 5 4] cafflUSlctttv **WTtt» 3SiSSPg 
T\ «!: coy 7h7 x 7 7 3b ,t <i:tiiaTiEffiffli-+ifc©^^ 
^T-5-^d:-5lc^^a)T\ V7 bynTO^iEfemoM 
m^mmztamz^^^^^^o ^lt> ccDiiBKic 

[0 0 5 5] HS*««lcot^TKWLfctf» 

V7 h'7i7 , <75®fflpItg[Hl£jt<73SiaS{fi5ai?S7iT'IB^SL 
53Sil5S4'©BS^/£T»l3^-rSJ:^lcLT i t<J:^© 

ck-plcLTtxfet^T'fe^o £/=v USS^JTHi, V7h 
'^iT'lBltJSfls: 1 £IE^T£fUffl7MiOt><7)Tf^L7c 

[0 0 5 6] 

3iSiSPST% V 7 h r7 x 7h^TE\,zWfa LZtitc V s 7J 
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7 YVuTt— ftWlClB^S-nSV^ K^xT^St 

[0 0 5 7] ^LT. *«WlcJ:ntf» SKSaMTs «*: 

ii$t£!B©LTfc<£<h#W?;S§&6fcr. Itft^iE 

[0 i ] *f%w<D!$mmticm-?&Zo 

[0 2] *«B^tDilffl5-*l53iEiiv'X7 i Aro— fllT'ifc 
[S3] til^TcSMWSM^W-liaieiJTfeSo 

[E4] <pm9i%imo>i£w.mm<D-mmm?&% a 

[0 5] V7 ^iT'KIRgBWgBtS^-IISSfllJT* 



[0 6 ] ^SgB^gBtlJS^-HfiSflJT'i&S. 
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